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                                          Course Outline

What Modules are covered?

Module 1: Introduction to ISO/IEC 27002:2022 and Information Security Governance Overview of ISO/IEC 27000

Module 2: Overview of the 93 Controls in ISO/IEC 27002:2022 Grouping of controls by 4 themes:

Module 3: Fundamentals of Auditing Based on ISO 19011 Audit principles and ethics

Module 4: Planning and Preparing for an ISO/IEC 27002 Audit Understanding the auditee environment

Module 5: Performing the Audit – Techniques and Tools Opening meeting and communication protocols

Module 6: Reporting and Corrective Actions Writing effective audit reports
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About ISO/IEC 27002:2022 – Certified Lead Auditor

The ISO/IEC 27002:2022 - Certified Lead Auditor certification is designed for professionals seeking expertise in 
auditing information security controls based on the ISO/IEC 27002:2022 standard. This standard provides guidance 
on selecting, implementing, and managing information security controls, and serves as a reference for the 
implementation of controls listed in ISO/IEC 27001:2022.

The ISO/IEC 27002:2022 – Certified Lead Auditor certification is designed for professionals who aim to develop 
the expertise necessary to audit and evaluate information security controls based on the ISO/IEC 27002:2022 
standard. This standard provides comprehensive guidance for implementing and managing information security 
controls and complements ISO/IEC 27001:2022 by detailing the specific controls listed in Annex A. With the latest 
2022 revision, ISO/IEC 27002 introduces 93 clearly categorized controls grouped under four major themes 
- Organizational, People, Physical, and Technological—along with control attributes for improved clarity and 
applicability in real-world risk environments.

 


