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ISO 28000 - Certified Lead Implementer - Certification Overview

The ISO 28000 Certified Lead Implementer certification is designed to provide professionals with the
knowledge and practical skills required to establish, implement, manage, and continually improve a
Supply Chain Security Management System (SCSMS) in accordance with ISO 28000 standards. This
certification equips participants with a deep understanding of supply chain security risks, threat

assessment, and mitigation strategies across logistics, transportation, storage, and related operations.

Through this certification, candidates gain expertise in interpreting 1ISO 28000 requirements and
applying them effectively within real-world organizational contexts. It emphasizes risk-based thinking,
compliance with legal and regulatory requirements, and alignment with organizational objectives.
Participants also learn how to integrate supply chain security controls with existing management
systems such as ISO 9001, ISO 14001, and ISO 45001.

The Certified Lead Implementer credential validates a professional’s ability to lead an ISO 28000
implementation project from initiation to certification readiness. It demonstrates competence in
planning implementation activities, engaging stakeholders, conducting internal audits, addressing
nonconformities, and driving continual improvement. This certification enhances professional credibility

and supports organizations in strengthening supply chain resilience, trust, and operational continuity.

Target Audience

* Supply Chain, Logistics, and Transportation Managers

« Security Managers and Risk Management Professionals

« Compliance, Governance, and Regulatory Affairs Officers

 Operations Managers involved in supply chain activities

« Consultants and Advisors in supply chain security and management systems

« Internal and External Auditors seeking ISO 28000 expertise

* Quality, Health & Safety, and Integrated Management System Professionals

« Professionals responsible for implementing or maintaining 1ISO 28000 SCSMS

« If you want, | can also provide learning objectives, course outline, or career benefits tailored to your

organization or training program.

What Modules are covered?

Module 1 - Introduction to Supply Chain Security & I1SO 28000

« Overview of supply chain security challenges and threats
 Fundamentals of Supply Chain Security Management Systems (SCSMS)
« Introduction to ISO 28000: scope, principles, and benefits

* Relationship with other ISO management system standards

* Roles and responsibilities in supply chain security

Module 2 - ISO 28000 Requirements Interpretation

- Context of the organization and supply chain security scope

« Leadership, policy, and security objectives

« Risk assessment, threat identification, and vulnerability analysis
« Legal, regulatory, and contractual requirements

« Security planning and control measures

Module 3 - Supply Chain Security Risk Assessment & Controls
« Supply chain mapping and critical asset identification

« Threat, vulnerability, and impact assessment methodologies

« Risk evaluation and risk treatment planning

« Physical, procedural, personnel, and information security controls

« Business continuity and emergency preparedness

Module 4 - Implementation of ISO 28000 SCSMS

« SCSMS implementation roadmap and project planning
« Documentation and record management

« Operational controls and supplier security management
« Awareness, training, and competence requirements

« Communication and coordination with stakeholders

Module 5 - Performance Evaluation, Auditing & Management Review
« Key performance indicators (KPIs) for supply chain security

 Monitoring and measuring security performance

« Internal audit planning and execution

« Nonconformity management and corrective actions

* Management review and continual improvement

Module 6 - Certification Preparation & Continual Improvement
« Certification process and audit stages

* Readiness assessment and gap analysis

« Handling certification audits and auditor interactions

- Addressing audit findings and corrective actions

« Continual improvement and SCSMS maturity enhancement
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