
               ISO/IEC 27032 - Lead Cyber Security Manager

                                          Course Outline

What Modules are covered?

Module - Introduction

Course Objectives and Structure
Standard and Regulatory Framework
Fundamental Concepts in Cybersecurity
Cybersecurity Program
Initiating a Cybersecurity Program
Analyzing the Organization
Leadership

Module 2 - Cybersecurity Policy and Risk Management 

Cybersecurity Policies
Cybersecurity Risk Management
Attack Mechanisms

Module 3 - Cybersecurity Controls Information Sharing

Cybersecurity Controls
Information Sharing and Coordination
Training and Awareness Program

Module 4 - Incident management, Monitoring and Continuous Improvement

Business Continuity
Cybersecurity Incident Management
Testing in Cybersecurity
Performance Measurement
Cybersecurity Incident Response and Recovery
Continual Improvement
Lead Manager Certification Scheme
Closing the Training

 

  

       


