GAQM

Global Association for Quality Management

ISO/IEC 27005:2022 - Certified Lead Auditor

Course Outline

;.,.f’.’»:i,l"ﬂl "
RN L
U i
o |
www.gagm.org <I|||||» l"l!

“
” o
| |||||!II.'~
o
! t
I hs
b 4 E
LT
]

allhy

About ISO/IEC 27005:2022 - Certified Lead Auditor

ISO 27005 is a standard within the ISO/IEC 27000 series, which focuses on information security

management systems (ISMS).

The ISO/IEC 27005:2022 incorporats guidelines for managing information security risks, applicable
to all types of organizations, regardless of size or sector, fundamental principles of risk management
and its practical application in information security. This internationally recognized standard will help

establish a robust risk management framework within your organization.
What Is the Difference Between ISO/IEC 27005 and ISO 31000?

The international standard ISO 31000:2018 — Risk Management — Guidelines provides general risk
management guidelines that apply to any for use by any organization, regardless of sector or size,

at any point throughout the life of the organization, and applicable to any activity. ISO/IEC 27005:2022
uses the process outlined in this standard as a basis and applies it specifically to information security

risk management.

What Modules are covered?

Module 1 - Introduction

Module 2 - Information Security Management
Module 3 - The ISO/IEC 27000 series of standards
Module 4 - Context Establishment

Module 5 - Risk Acceptance Criteria

Module 6 - Criteria

Module 7 - Information Risk Assessment

Module 8 - Information Security Risk Treatment
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