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Sample Exam

Who in the organization determines access to information?

A. Legal department

B. Compliance officer

C. Data Owner

D. Information security officer

Answer: C

When dealing with a risk management process, asset classification is important
because it will impact the overall:

A. Threat identification

B. Risk monitoring

C. Risk treatment

D. Risk tolerance

Answer: C
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Ensuring that the actions of a set of people, applications and systems follow the
organizations rules is BEST described as:

A. Risk management

B. Security management

C. Mitigation management
D. Compliance management

Answer: D

Which of the following is a benefit of information security governance?

A. Questioning the trust in vendor relationships.

B. Increasing the risk of decisions based on incomplete management information.
C. Direct involvement of senior management in developing control processes

D. Reduction of the potential for civil and legal liability

Answer: D

The PRIMARY objective of security awareness is to:

A. Ensure that security policies are read.

B. Encourage security-conscious employee behavior.

C. Meet legal and regulatory requirements.

D. Put employees on notice in case follow-up action for noncompliance is
necessary

Answer: B
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Risk is defined as:

A. Threat times vulnerability divided by control
B. Advisory plus capability plus vulnerability

C. Asset loss times likelihood of event

D. Quantitative plus qualitative impact

Answer: A
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