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(Question): In information security, what are the three main goals? Choose three  

 

(A): Auditing 

(B): Integrity 

(C): Non repudiation 

(D): Confidentiality 

(E): Risk Assessment 

(F): Availability 

 

(Correct): B,D,F 

  

 

   

(Question): To protect against malicious attacks, what should you think like? 

 

(A): Hacker 

(B): Network admin 

(C): Spoofer 

(D): Auditor 

 

(Correct): A 
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(Question): Tom sends out many e-mails containing secure information to other 

companies. What concept should be implemented to prove that Tom did indeed 

send the e-mails? 

 

(A): Authenticity 

(B): Nonrepudiation 

(C): Confidentiality 

(D): Integrity 

 

(Correct): B 

  

 

(Question): Which of the following does the A in CIA stand for when it comes to 

IT security? Select the best answer. 

 

(A): Accountability 

(B): Assessment 

(C): Availability 

(D): Auditing 

 

(Correct): C 

  

   

(Question): Which of the following is the greatest risk when it comes to 

removable storage? 

 

(A): Integrity of data 

(B): Availability of data 

(C): Confidentiality of data 

(D): Accountability of data 

 

(Correct): C 
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(Question): When it comes to information security, what is the I in CIA? 

 

(A): Insurrection 

(B): Information 

(C): Indigestion 

(D): Integrity 

 

(Correct): D 

  

    

(Question): When is a system completely secure? 

 

(A): When it is updated 

(B): When it is assessed for vulnerabilities 

(C): When all anomalies have been removed 

(D): Never 

 

(Correct): D 

  

  

  

(Question): A customer's computer is using FAT16 as its file system. What file 

system can you upgrade it to when using the convert command? 

 

(A): NTFS 

(B): HPFS 

(C): FAT32 

(D): NFS 

 

(Correct): A 
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(Question): Which of the following is a benign list of entries? 

 

(A): Access control list 

(B): Blacklist 

(C): Whitelist 

(D): Spam list 

 

(Correct): C 

  

  

(Question): Which of these is an example of social engineering? 

 

(A): Asking for a username and password over the phone 

(B): Using someone else's unsecured wireless network 

(C): Virus 

 

(Correct): A 

 


