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Why is understanding the organizational context critical for an ISMS
under ISO/IEC 27001:2022?

A. To eliminate all information security risks

B. To identify risks and opportunities affecting the ISMS
C. To reduce the cost of certification

D. To replace risk assessments

E. To standardize IT infrastructure

Correct Answer: B

Which of the following best describes the nature of understanding
organizational context?

A. A one-time compliance activity

B. A documentation-only requirement

C. An iterative and ongoing process

D. A task performed only during audits

E. A responsibility limited to top management

Correct Answer: C



What is the primary purpose of determining an appropriate risk
assessment approach?

A. To comply only with regulatory requirements

B. To identify assets without evaluating threats

C. To ensure risks are identified, analyzed, and managed effectively
D. To eliminate subjective judgment

E. To avoid the need for risk treatment

Correct Answer: C

Which risk assessment approach relies on descriptive scales rather than
numeric values?

A. Quantitative approach
B. Statistical approach

C. Financial approach

D. Qualitative approach
E. Automated approach

Correct Answer: D

What is the main objective of developing an information security policy?

A. To replace technical security controls

B. To define audit schedules

C. To guide the organization's approach to protecting information assets
D. To limit employee access to systems

E. To document incident reports

Correct Answer: C



Which element is essential when establishing a risk management
framework?

A. Eliminating all risks

B. Defining organizational risk appetite and tolerance
C. Applying identical controls to all assets

D. Outsourcing risk ownership

E. Ignoring internal threats

Correct Answer: B

Why must information security objectives be SMART?

A. To comply with financial reporting standards

B. To ensure objectives are technical in nature

C. To make objectives clear, measurable, and achievable
D. To reduce stakeholder involvement

E. To eliminate the need for performance reviews

Correct Answer: C

What is the primary factor that guides the selection of control measures
in ISO/IEC 27001:2022?

A. Industry best practices alone

B. Availability of advanced security tools

C. Outcomes of the risk assessment process
D. Regulatory penalties

E. Organizational size

Correct Answer: C



Which document provides a catalog of security controls used while
developing a risk treatment plan?

A.ISO/IEC 27002

B. Risk Register

C. Business Continuity Plan

D. Annex A of ISO/IEC 27001:2022
E. Statement of Applicability only

Correct Answer: D

Why are KPIs and KRIs important when monitoring control effectiveness?

A. They eliminate the need for audits

B. They replace risk assessments

C. They provide measurable insight into control performance and emerging
risks

D. They ensure legal compliance automatically

E. They prevent all security incidents

Correct Answer: C



