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(Question): Which of the following is the only standard in the ISO/IEC 27000
series that organizations can be certified against?

(A): ISO/IEC 27002
(B): ISO/IEC 27003
(C): ISO/IEC 27001
(D): ISO/IEC 27005

(Correct): C

(Question): What is the worst possible action that an employee may receive for
sharing his or her password or access with others?

(A): Forced roll off from the project

(B): The lowest rating on his or her performance assessment
(C): Three days suspension from work

(D): Termination

(Correct): D



(Question): What is the primary role of ISO/IEC 27002 in the ISO/IEC 27000
series?

(A): To specify the certification process for an ISMS

(B): To define audit procedures for risk controls

(C): To provide implementation guidance for information security controls
(D): To assess the financial impact of security breaches

(Correct): C

(Question): Which of the following represents a threat to impartiality in
auditing due to personal interests or financial gain?

(A): Familiarity

(B): Self-interest
(Q): Integrity

(D): Independence

(Correct): B

(Question): Which of the following is an information security management
system standard published by the International Organization for
Standardization?

(A): ISO9008
(B): ISO27001
(©): ISO5501
(D): 1S022301

(Correct): B



(Question): How are the controls in ISO/IEC 27002:2022 categorized?
(A): Preventive, Detective, Corrective

(B): Core, Intermediate, Advanced

(C): Organizational, People, Physical, Technological

(D): Legal, Compliance, Risk, Operational

(Correct): C

(Question): Which of the following is a new feature introduced in ISO/IEC
27002:2022 compared to the 2013 version?

(A): Security policy requirements

(B): Encryption algorithms

(C): Separation of duties

(D): Control attributes such as Control Type and Cybersecurity Concepts

(Correct): D



