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1. Which of the following is considered a cornerstone of safeguarding
information systems in modern enterprises?

(A) User Experience Design

(B) Application Security

(C) Database Management

(D) Cloud Storage

Correct: B

2. The Open Web Application Security Project (OWASP) Top 10 helps
developers identify:

(A) The fastest coding methods

(B) Most critical security concerns for web applications

(C) Best database indexing strategies

(D) Cloud infrastructure requirements

Correct: B

3. Secure coding practices include all the following EXCEPT:
(A) Input validation

(B) Output encoding

(C) Proper error handling

(D) Ignoring user inputs

Correct: D



4. Which type of attack involves sending untrusted data to an interpreter,
allowing arbitrary commands to be executed on a database?

(A) Cross-Site Request Forgery (CSRF)

(B) SQL Injection

(C) Cross-Site Scripting (XSS)

(D) Man-in-the-Middle (MITM)

Correct: B

5. In the Secure Software Development Lifecycle (SDLC), security is
integrated:

(A) Only at the deployment phase

(B) Only during testing

(C) Throughout all phases of development
(D) Only during coding

Correct: C

6. Who is primarily responsible for developing and implementing security
policies and managing compliance in an organization?

(A) Application Developer

(B) End User

(C) Chief Information Security Officer (CISO)

(D) IT Administrator

Correct: C



