
   

      

Sample Exam 

Exam Name: ISO 27002:2022 - Certified Lead Implementer 

Exam Code:  ISO-27002-2022-CLI 

 

1. Which of the following is NOT part of the CIA triad in information 

security? 

A) Confidentiality 

B) Integrity 

C) Availability 

D) Accountability 

Answer: D 

 

2. What is the primary purpose of ISO 27002:2022? 

A) To define penalties for data breaches 

B) To provide guidance on implementing information security controls 

C) To replace ISO 27001 requirements 

D) To regulate international cybersecurity laws 

Answer: B 

 

3. Which of the following statements best describes the scope of ISO 

27002:2022? 

A) It applies only to IT departments in multinational corporations 

B) It is limited to technical controls for information systems 

C) It is applicable to organizations of all sizes and sectors, covering technical, 

organizational, and human aspects 

D) It only applies to cloud-based information systems 

Answer: C 

 



   

4. Which of the following is a key change in the 2022 revision of ISO 

27002? 

A) Elimination of risk management principles 

B) Introduction of a flexible control framework grouped into organizational, 

people, physical, and technological themes 

C) Removal of privacy-related controls 

D) Limiting applicability to small businesses only 

Answer: B) Introduction of a flexible control framework grouped into 

organizational, people, physical, and technological themes 

 

5. Which historical standard did ISO 27002 originally evolve from? 

A) ISO 9001 

B) BS 7799 

C) NIST SP 800-53 

D) COBIT 

Answer: B) BS 7799 

 

6. Why is continual improvement emphasized in ISO 27002:2022? 

A) To ensure organizations maintain compliance with local labor laws 

B) To adapt security practices to evolving threats and changing business 

environments 

C) To reduce IT costs 

D) To eliminate the need for risk assessments 

Answer: B 

 

7. Which of the following statements about confidentiality in information 

security is correct? 

A) It ensures information is always accessible, even to unauthorized users 

B) It prevents unauthorized access and protects sensitive information 

C) It guarantees that data is never lost 

D) It focuses only on physical security of servers 

Answer: B 

 


