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1. What is the primary role of data centers in modern IT infrastructure?
Which component is NOT part of a data center’s physical infrastructure?
A. Building structure

B. Power supply system's

C. Network connectivity

D. Server virtualization

Correct Answer: D

2. What is the main purpose of operational procedures in a data center?
A. To reduce server capacity

B. To guide consistent and safe operations

C. To increase the number of employees

D. To remove all security controls

Correct Answer: B

3. Which stakeholder is primarily responsible for ensuring compliance
with standards like ISO 27001?

A. Data center manager

B. Compliance officer

C. IT support technician

D. Security guard

« Correct Answer: B



4. Which risk type is associated with natural disasters or unauthorized
access to the facility?

A. Technical risk

B. Cyber risk

C. Physical risk

D. Operational risk

Correct Answer: C

5. Risk governance primarily involves:

A. Ignoring risks until they happen

B. Establishing a structured framework for risk management
C. Eliminating all risk from the organization

D. Outsourcing all risk decisions to vendors

Correct Answer: B

6. What does risk appetite define?

A. The exact number of incidents that can occur

B. The level of risk an organization is willing to accept
C. The maximum number of employees in a data center
D. The total budget for security equipment

Correct Answer: B

7. Impact analysis in a data center primarily helps to:
A. Measure the number of servers installed

B. Assess the consequences of identified risks

C. Increase cooling costs

D. Reduce network speed

Correct Answer: B



