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Sample Exam

(Question): Which of these does Mike give as an example of an inherence factor?

A) Hardware token

B) Username/password
C) Fingerprint reader
D) Smart card

(Correct): B

(Question): True or False: Mike says shared accounts are a good idea in an Enterprise
environment?

(A): True
(B): False

(Correct): A
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(Question): Which type of access control is based on data labels?

A) DAC
B) MAC
C) RBAC
D) HMAC

(Correct): B

(Question): How does the cloud complicate enterprise identity management?

(A): Cloud introduces new and potentially more application types.

(B): Cloud multiplies integration points between the data center and third-party providers.
(Q): Cloud increases methods to access IT systems.

(D): All of the above

(Correct): D

(Question): Which of the following strategies can help cloud customers improve remote access
security?

(A): Deploying a zero-trust model and avoiding relying exclusively on VPNs

(B): Implementing cloud-native IAM services to consolidate monitoring using cloud provider
APIs

(C): Configuring accounts based on the principle of most privilege

(D): Both A and B

(Correct): D
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(Question): True or false: Identity governance for PaaS and [aaS environments is
typically more complex than for SaaS?

(A): True
(B): False

(Correct): A

(Question): Which statement best describes IAM?

A): IAM is a platform that enables you to manage and govern user identities
and their access to IT resources.

B) IAM enables you to manage user passwords only.

C) IAM enables you to manage permissions for IT resources only.

D) IAM stands for Improvised Application Management and it allows you to
deploy and manage applications.

(Correct): D
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